
1Contact us online, anytime! Email info@htadvisorsllc.com

IN THIS ISSUE

Page 2 –  How To Read The Threat Report 

 Tech Tip: Technology Reviews

Page 3 – The Secret Weapon Of Successful 
 Practice Administrators

Page 4 – Big Changes Coming To 
 Microsoft/Office 365

This monthly publication 
is provided courtesy of 
Derrick Weisbrod, CEO, and 
the Healthcare Technology 
Advisors Team.

Our mission is to be trusted 
advisors guiding healthcare 
businesses through the 
complex IT and HIPAA 
landscape while providing  
a comprehensive service 
that always maintains a 
human touch.

HTA POST
Healthcare Technology Advice for the Modern Independent Practice

Volume 5

Issue 12

December 2021
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Want to get up to 
$2,000 OFF your  
annual IT investment?

WIN a FREE iPad and EARN credits with HTA’s 
Referral Rewards Program!

Learn more at:  
htadvisorsllc.com/about-us/referral-program

JOIN THE HTA
ADVISORY COMMITTEE

WHAT’S NEW
Upcoming Changes to Microsoft 365!

The big news this month is that Microsoft announced 
changes to how clients will purchase and pay for 
their suite of standard cloud software, including 
Office 365 and M365. These changes will be 
staggered throughout 2022 and 2023, but it is vital 
to understand and plan for the changes NOW to save 
money for your practice. We’ve detailed the changes 
in our Page 4 article in this newsletter.

See more at: htadvisorsllc.com/events

Happy
Holidays
Happy

Holidays
From HTA
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HOW TO READ THE THREAT REPORT

In today’s dangerous cybersecurity landscape, your 
business needs every advantage that it can get to 
stay a step ahead of the bad guys. One way to make 
sure of that is to ensure that you’re getting the 
best possible intelligence on what threatens your 
business so you can make sure that your defenses 
are ready for trouble.

That means it’s essential for you to get accurate 
threat management reporting from the solutions 
that you rely on every day. When you rely on a 
solution like Dark Web ID to measure your company’s 
current risk of credential exposure on the dark web, 
you’re not just getting a generalized report of what 
might be a problem. You’re getting a detailed report 
of what is a problem in real time, letting you know 
exactly where you stand.

Just adding security solutions to your defensive 
build-out won’t help you gain threat intelligence. 
Experts estimate that many enterprises maintain 19 
different security tools, with only 22% of such tools 
serving as vital to primary security objectives – and 
less than half of those are even used daily. Instead, 
choose solutions that give you comprehensive yet 
easy-to-read reports that will help you to get a real 
handle on your company’s risk.

Go to htadvisorsllc.com/darkwebscan to see your 
company’s threat report.

TECH TIP: TECHNOLOGY REVIEWS

A standard part of any management plan is to review, evaluate, and 
plan. This happens with employees, financial budgets, and vendors. 
It should also be happening with your technology. When was the last 
time you had a strategy meeting with your Chief Information Officer 
or IT Director?

For a healthcare practice, HTA recommends technology business 
reviews every six months. These meetings should be structured with 
a focus on either bringing the practice into alignment with the current 
technology plan or on crafting that plan for future changes. For instance, if a practice’s 
technology is years behind, it can be a disruptive and expensive undertaking to upgrade, 
modernize, and bring it into compliance. Such a large-scale project should be tackled in 
small parts and technology reviews can guide and shape that work so it is completed in 
the fastest and least disruptive way possible.

Once an environment is adhering to best practices, it becomes a question of strategy. 
Instead of blindly maintaining the status quo, technology reviews can be used to discuss 
different ways of heightening efficiency, creating new workflows and connections, or 
creatively solving tricky problems. They should also be used to plan future technology 
upgrades and projects, so the practice is never hit with a surprise in the billing 
department.

A technology review with your IT Director or CIO is a vital part of maintaining a smooth 
working environment for your healthcare practice. If you would like advice on how to 
enact this in your practice, schedule a free consultation with Healthcare Technology 
Advisors today.

security
threat

breach

Tech Review!
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Four ongoing month-long projects. Fifty new 
emails since 10am. Two new nurses who need to be 
onboarded. Six forms that need to be filed or mailed, 
and oh yes - three computers that are running slow, 
one printer that won’t connect, and two new devices 
that need ethernet ports where there isn’t one 
available.

Does that sound familiar?

If you’ve ever run an office, that’s probably just a 
normal Monday for you. The tasks, the to-do lists, 
and the list of things to remember never cease 
piling up. As we draw down on the end of the year, 
I’ve started to categorize things as a “tomorrow 
problem” or a “January problem”.

Come to think of it, my January’s starting to fill up 
already.

The biggest problem with small tasks like this is 
that some of them can bring your whole practice 
to a grinding halt. You never want your nurse to be 
unable to check a patient in because her scanner 
isn’t working. You don’t want the printer to hiccup 
and force your staff to scramble to print out patient 
files, which creates a delay in care and causes a 
cascading delay in appointments while everyone 
tries to catch up.

At Healthcare Technology Advisors we’ve worked 
with Practice Administrators who are responsible 
for dozens of doctor’s schedules, and the last thing 
they need on their plates is IT. Having to schedule 

an on-site consult, get quotes, get references, fixing 
one problem only to have another pop up and start 
the whole process all over again; these manifest as 
whole DAYS of time wasted while the practice loses 
money due to inefficiency or inability to perform 
their care tasks.

By working with these busy practices, we soon 
realized that the best way to solve this problem 
was to fully integrate their IT systems into our fully 
managed service solution. With this in place, the IT 
problems that used to pile up on their desk came 
straight to ours, instead.

By tracking and monitoring the support tickets, 
we are able to identify consistent problems (like 
that pesky printer that won’t stay connected) and 
implement permanent solutions. This drastically 
lowers downtime for the IT environment and the 
workers. Nurses can get on with caring for their 
patients instead of waiting for the insurance card 
scanner to function!

What about those slow computers? By putting all 
workstations on our patch management system, 
we make sure that they are always updated and 
secure with the latest improvements for their 
operating systems and software. This helps reduce 
unexpected downtime from updates that require 
reboots to install. We also plan for each system’s end 
of life, and we replace the old equipment BEFORE 
it becomes a security risk or an infuriatingly slow 
hassle.

The real secret weapon is our Technology Business 
Review that is done every six months. We can 
identify areas of growth and plan for build-out, 
upgrades, and scheduled downtime. With this 
tool, you’ll never face a surprise bill for broken old 
equipment or a hefty cost of upgrading. Best of all, 
you’ll know that if anything goes wrong, we’ll be 
working on a solution within minutes.

Call us today at (314)312-4701 to free up YOUR 
time for your patients, and let us take care of IT.

THE SECRET WEAPON OF SUCCESSFUL PRACTICE ADMINISTRATORS

mailto:info@htadvisorsllc.com
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BIG CHANGES COMING TO MICROSOFT 365 AND OFFICE 365

Microsoft is the core of many office environments. 
Their suite of cloud services and products continues 
to expand and encompass more and more of the 
daily productivity tools we use. Microsoft has 
remained focused on the management of cloud 
services and expanding their ecosystems of 
products for years. Throughout this, they have kept 
their prices level for quite some time. They have 
recently announced their planned price increase for 
next year.

When you have Healthcare Technology Advisors 
as your technology partner, we make sure that you 
understand the changes that are coming.

Change #1

Price increase going into effect March 1 st , 2022 on 
six core Office 365 and M365 plans.

• Microsoft 365 Business Basic 
(up from $5 to $6 per user)

• Microsoft 365 Business Premium 
(up from $20 to $22 per user)

• Office 365 E1 (up from $8 to $10 per user)

• Office 365 E3 (up from $20 to $23 per user)

• Office 365 E5 (up from $35 to $38 per user)

• Microsoft 365 E3 (up from $32 to $36 per user)

While this change goes into effect on March 1st, your 
price will not increase until your annual subscription 
renews. Your subscription is still renewed annually 
even if you pay on a monthly basis and you won’t 
be subject to the new price until your annual term 
renews on or after March 1st of 2022.

NOTE that if you upgrade any products on or 
after March 1st of 2022 you will be subject to an 
immediate price increase! Make sure to plan out 
when these upgrades are made.

Change #2

The New Commerce Experience (NCE) impacts all 
cloud products in this way: if you continue to pay for 
the cloud products on a monthly basis, you will be 
subject to a 20% price increase.

If you choose to commit to an annual or multi-year 
agreement you will not be subject to the 20% price 
increase. However, you are restricted in these ways:

• You cannot change your partner for the 
subscription, either a CSP or Microsoft Direct, 
during the terms of the commitment.

• You can increase license counts at any time, 
but you cannot reduce license counts until the 
committed term is up for renewal.

• You are price-locked for the products 
provisioned during the term of the commitment.

Importantly, the change in how you purchase your 
Microsoft Products via the NCE will eventually affect 
ALL Microsoft products and clients. The deadline to 
transition to this model is February 1, 2023.

Change #3

Beginning June 30th, 2022, Enterprise Agreements 
(EA) for clients with 2,400 seats or fewer will be 
priced to match the New Commerce Experience 
changes. Therefore, it may no longer be beneficial to 
enter an EA for that size client as they will no longer 
experience volume discounts on the price.

While these changes are NOT simple to understand, 
our commitment is to help you stay informed and 
assist you in making the best technology decisions 
for your practice. Schedule a technology review with 
Healthcare Technology Advisors to plan for these 
changes and everything else that 2022 will bring.
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